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Overview
In 2024, the global cyberattack landscape became more turbulent and dangerous, with a steeper upward spiral in
attack and defense technologies, posing a lasting challenge to the protective, detection, analysis, and hunting capa-
bilities of enterprises and security vendors.

• APT: In 2024, international situations became more complex and chaotic, with geopolitical conflicts lingering and
    escalating. Global elections, the Russia-Ukraine conflict, the North Korea-South Korea standoff, and the Middle
    East situation all contributed to a volatile global landscape intertwined with the evolution of cyber warfare. APT
    groups' tactics and techniques also evolved, with more deceptive phishing lures.

• Phishing Attacks: These remained widespread and frequent, with new imitation websites and malicious files
    emerging constantly. In addition to traditional phishing aimed at stealing personal information and account pass-
    words, criminal groups' imitation of popular software download pages exploded this year. Attackers used SEO to
    boost the ranking of these fake sites and disguised malicious program download buttons as pop-ups, making their
    methods more deceptive.

• Ransomware: The number of ransomware incidents, ransom amounts, and the scale of leaked data all reached new
    highs in 2024, affecting a wide range of industries. The ransomware ecosystem has matured, with professionalized
    operations. More ransomware groups have led to increased competition, higher ransoms, and more advanced
    intrusion techniques. The complexity of the market has been exacerbated by attackers switching jobs, with attack
    chains and code structures becoming more homogenized and AI technology being more widely used in ransomware
    attacks. There are now over 2000 ransomware groups globally, with 32 new ones added in 2024. The top three are
    RamsomHub, LockBit3, and Play, with RamsomHub rising rapidly in 2024.

• Botnets, Worms, and Trojans: These were active in January, June-July, and November 2024. Botnets like Phorpiex,
    Dorkbot, Mozi, and Mirai remained active, with a high number of new IOC intelligence entries. Among the remote
    control Trojans commonly used by attackers, CobaltStrike was still the most prominent.
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In 2024, APT group activities were exceptionally frequent, with attackers' tactics and techniques evolving to varying degrees. Phishing lure
documents became more aligned with target organizations' policies and backgrounds, making them increasingly deceptive. Notable APT
attack incidents in 2024 included the South Asia-based "White Elephant" (Patchwork) and "Bitter" groups persistently targeting universities,
governments, and technology companies with phishing attacks; the "OceanLotus" group conducting phishing and poisoning attacks against
universities and security professionals; "PseudoHunter" launching spear-phishing or watering hole attacks against foreign-related institutions
and defense/military sectors; "Darkhotel" delivering malware capable of bypassing specific antivirus software; and "Greenspot" employing
website defacements (malware-laden pages) and direct distribution of malicious attachments.



International Turmoil and Geopolitical Conflicts

APT42—Journalist warns of spear-phishing emails sent in her name

Iranian APT groups publish fake Israeli military recruitment sites

Year of Global Elections

Ongoing Russia-Ukraine War

Escalation in the Middle East
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In 2024, global geopolitical tensions worsened, with heightened political and military confrontations. Against this backdrop, state-sponsored
APT attacks intensified. 

As 2024 was a global "election year," with over 70 countries or regions holding elections affecting more than half of the world's population,
APT groups surged under the drive of national interests:
• Storm-1516 leveraged AI tools to generate deepfake videos disseminated via social media to manipulate public opinion and influence U.S.
    election outcomes.
• APT42 impersonated news outlets and NGOs, deploying fake services to target individuals linked to Biden and Trump.
• Ahead of EU elections, APT29 used a new WINELOADER backdoor variant with themes mimicking Germany’s CDU party, while APT28
    exploited the CVE-2023-23397 vulnerability via compromised routers to attack German targets.

In 2024, the Russia-Ukraine conflict persisted. As NATO support for Ukraine expanded, Russia faced mounting political and military pressure.
Cyber warfare between Russia and Ukraine/NATO members escalated:
• Russian-linked groups like APT28, APT29, Sandworm, and Gamaredon launched large-scale attacks targeting Ukraine and NATO nations,
    expanding their scope to mobile platforms (Android, iOS). Turla conducted covert espionage using Amadey and Andromeda botnets.
• Ukrainian-aligned hacker groups retaliated with extensive attacks on Russian government, military, energy, and transportation sectors.

In 2024, the Israel-Hamas war intensified, and conflicts spread across the Middle East. Key incidents included:
• Suspected Israeli Unit 8200 and Mossad operations causing explosions in Lebanese pagers and walkie-talkies.
• Iran-aligned Handala claiming infiltration of Israeli radar systems.
• APT34 deploying Veaty/Spearal malware and passive IIS backdoors against Iraq, UAE, and Gulf states.
• APT35 using Israel-Hamas war-related lures to impersonate journalists and public figures, delivering the MediaPl backdoor.



Patchwork

Patchwork, also known as Dropping Elephant, Chinastrats, Monsoon, Sarit, Quilted Tiger, APT-C-09, and ZINC EMERSON, is a hacker group
suspected to have ties to a South Asian government. Its earliest known attack activities date back to 2009. The group primarily targets uni-
versities, military industries, and research institutions in neighboring South Asian countries such as China, Pakistan, and Bangladesh. It has
also been known to target US think tanks.

In 2024, Patchwork remained highly active, focusing its attacks on industries such as universities, research, government, and state-owned
enterprises, with a significant increase in attacks on universities. The group's attack methods mainly involved phishing, with one type aimed
at stealing email account credentials and another at deploying malware to steal host information.

The group often used compromised email accounts from other universities or research institutions to send targeted or mass phishing emails
to specific targets. The subjects of these phishing emails were often related to current events or the nature of the targeted organization,
using professional topics such as "project funding" and "national research plans" as entry points. These emails typically carried encrypted
compressed files to enhance credibility and bypass email detection systems, thereby increasing the success rate of the attacks.

In terms of email credential theft, Patchwork continued to employ a large-scale phishing strategy, using fake official email login pages to induce
targets to enter their email credentials. These sensitive data were sent to remote servers controlled by the attackers, leading to the leakage of
email information and laying the groundwork for subsequent malicious activities.

The attack components used by the Patchwork group this year were largely consistent with those used last year. The initial payload usually
carried a .lnk file disguised with a forged .pdf icon, which, when clicked, would ultimately load the "Badnews" or "NorthStarC2" remote access
Trojan. The malware often added legitimate digital signatures to evade detection. Once the malware successfully resided on the target machine,
the attackers would manually deploy another remote access Trojan to consolidate control over the target machine, with the secondary malware
often being open-source Trojans such as Async and Quasar.

Annual Review of Key APT Groups and Attack Incidents

Patchwork's Fishing Mail

Documents with forged legal digital signatures

South Asia
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Bitter (T-APT-17r) is a long-term APT group targeting China and Pakistan, among other countries. It is one of the currently active APT groups
targeting domestic targets, mainly attacking government, military industry, power, and nuclear energy units to steal sensitive information, with a
strong political background.

Bitter remained highly active in its attack activities this year. With the increased attention of South Asian APT groups on university units, Bitter
also adjusted its attack strategy this year, extending its targets to university units in addition to the traditional focus on military, nuclear energy,
and government units. 

The group's attack methods still mainly involved phishing emails, with the loaded malware programs remaining largely unchanged. However, the
attackers continuously updated and upgraded their evasion techniques, quickly adopting popular attack forms. Compared to the past, they used
a more diverse range of payloads, including not only the commonly used CHM and LNK file formats but also PUB, MSC, and searchConnector-ms
file types to increase the likelihood of residing in the target system.

SideWinder is a hacker group suspected to have ties to the Indian government, with its earliest known activities dating back to 2012. Its attack
targets mainly include sensitive units such as the military, diplomacy, and research universities in countries such as China, Pakistan, and
Bangladesh.

SideWinder continued its high-frequency phishing attacks this year, mainly targeting neighboring countries such as Pakistan, Bangladesh,
Sri Lanka, and Nepal. The attackers typically registered domains impersonating other vendors or official emails to send phishing emails.
The emails often contained links to fake Outlook email login pages, inducing users to enter their email credentials, which were then sent back
to the C2 server. Alternatively, they directly delivered malicious documents using Office remote template injection to induce users to click and
execute malicious code. SideWinder deployed various malware, including "Warhawk," "StealerBot," and open-source malware "Netwire"
and "CobaltStrike."

Bitter
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Phishing emails using searchConnector-ms

SideWinder

Documentation of decoys used by Sidewinder



Confucius is an APT group with Indian background, mainly targeting government and military industry targets in South Asian countries. In
the early stages of its attack activities, the group had significant overlaps with Patchwork in terms of malicious code and infrastructure, but
with different target focuses. The Confucius was once considered a branch of the Patchwork.

After 2019, Confucius, in addition to continuous web email phishing attacks, had relatively scattered other network attack activities. This year,
the group became active again, launching multiple spear-phishing attacks targeting large technology companies, manufacturing enterprises,
and state-owned enterprises, deploying espionage malware for subsequent intelligence gathering.

SideCopy is an APT group suspected to originate from Pakistan, which has been active since its disclosure in 2019. Its main targets are the
Indian government, defense, and foreign affairs departments.

In 2024, SideCopy's attack activities still focused on various departments in India, with its attack methods being phishing attacks. It sent
phishing emails containing LNK, PDF, and other lure attachments, or forged websites to induce targets to download remote access Trojans.
The malware included FetaRAT, ActionRAT, AllakoreRAT, and other remote access Trojans.

Decoy document

Fishing documents used by Confucius

SideCopy

Confucius
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OceanLotus, also known as APT32, is a hacker group with Vietnamese background. The group has been active since at least 2012, conducting
long-term cyberattacks targeting entities such as energy, maritime, border defense, health, marine construction, research institutions, and
shipping companies. The targets of "OceanLotus" also include governments, military institutions, and large enterprises worldwide, as well as
organizations and individuals related to media, human rights, and civil society in their own country. OceanLotus is one of the most active APT
groups in Southeast Asia at present. Since this year, we have observed some clear trend changes in the cyberattack activities of the
OceanLotus group.

Firstly, the scope of attack targets has further expanded. The group has long focused on industries such as universities, military, energy, and
research as its main attack targets. However, this year we have found that OceanLotus has extended its attack targets to some large technology
companies and security researchers. This change not only implies the risk of supply chain attacks but also indicates that the group is constantly
expanding its attack range in an attempt to obtain more valuable information and technology.

Secondly, the continuous upgrading of attack methods. The initial attack forms were mainly email phishing and vulnerability exploitation
attacks on firewalls, VPN servers, and OA servers exposed on the Internet. Compared with the past, the attackers' techniques in social
engineering and software vulnerability exploitation have become more mature, and the means have become more diverse. They can quickly
discover and exploit the latest disclosed software vulnerabilities, develop attack payloads with stronger concealment, from the initial common
exe white and black, to using new types of msc, mst, suo files to evade security detection. In addition, in this year's attacks, the attackers
began to use the plugin mechanism of WPS software to deploy persistent backdoors, and used Visual Studio to trigger remote control through
poisoning projects and other novel attack methods to increase the success rate of infection.

Phishing emails sent by OceanLotus

Fake site

OceanLotus

Southeast Asia
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Lazarus is a recognized APT group with the support of the North Korean government and has been active since at least 2009. The targets of
Lazarus attacks are extensive, and it has now developed into a complex hacking group with multiple branches. Unlike other APT groups, the
most common purpose of Lazarus' attack activities is to make money. In the past decade, Lazarus has maintained a high level of interest in
the cryptocurrency field. In 2024, with the surge in Bitcoin prices, Lazarus' secret - stealing activities in the cryptocurrency field have become
more rampant.

Lazarus has long been posting false job advertisements or related projects related to cryptocurrency on social platforms (such as LinkedIn,
X, Facebook, GitLab, GitHub, Stack Overflow, etc.) to lure target personnel. After the target personnel take the bait, they are further induced
to install toxic tools related to video interviews or toxic cryptocurrency projects, thereby launching cryptocurrency - stealing activities. In
addition to Trojans such as Nukesped and Dtrack, Lazarus has increasingly favored lightweight Python and JavaScript weapon libraries. In
the attack activities of 2024, Lazarus extensively used downloaders developed on the QT6 platform, Python and JavaScript Trojans, and the
core function of the Trojan was to target the theft of cryptocurrency - related programs on the host end. The target operating systems include
Windows, Linux, and MacOS.

Fake Recruitment Company Official Website Created by Lazarus

The malicious program used by Lazarus for video interviews on Windows and Mac systems.

Lazarus

East Asia
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Pseudo Hunter (APT-C-60) has been active since 2018, and the currently known target countries include China, North Korea, Japan, and
Singapore. The targets include government, military, high-tech companies, universities, and institutions related to trade with South Korea.

In 2024, the focus of Pseudo Hunter's attack targets remained on scientific research, academic, trade, and maritime institutions in Asian coun-
tries related to South Korea. The group's arsenal of tools has been steadily updated and expanded. The RAT (Remote Access Trojan) used by
the group has been updated from version V3.0 in 2022 to V3.1.7. In addition to the reuse of previously disclosed tools such as downloaders,
loaders, and espionage Trojans, the Pseudo Hunter group has also developed several middleware plugins with loading and downloading
functions. Moreover, it has expanded its attack arsenal to include exploits of zero-day and n-day vulnerabilities targeting WPS, Foxmail,
NetEase Mail, and other software.

Pseudo Hunter extensively uses statcounter and bitbucket assets as the initial C2 server and hosting platform. The attackers assess the value
of the compromised hosts based on the file directory data returned by the statcounter platform to decide whether to deploy subsequent pay-
loads. Additionally, the bitbucket hosting URI corresponds uniquely to the compromised host. This interaction design can block the vast
majority of automated analysis and reduce the exposure risk of core weapon library tools and C2 assets.

The attack flowchart of APT-C-60

APT-C-60 
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The MSI custom payloads used by Darkhotel.

The attack flowchart of Kimsuky

Darkhotel
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Darkhotel, which is believed to have ties to South Korea, has been active since at least 2004. The group's name originates from its cyber-
espionage activities targeting traveling executives and other specific guests through hotel internet networks. Captured 2024 attack data shows
Darkhotel's targets are no longer limited to its original naming context. Moreover, the TTPs (Tactics, Techniques, and Procedures) fingerprints
overlap with those of the currently disclosed APT-C-60 and APT-Q-12 groups. Security agencies in some countries have unified the attribution
of these groups.

The main targets of Darkhotel's attacks are specific institutions in North Korea and China. In its attack incidents, the Trojan weapons deployed
include strict environment detection and security terminal countermeasures. The MSI custom payloads used in the attack activities are as follows.

Kimsuky, also known as APT43, APT-Q-2, Velvet Chollima, Black Banshee, Thallium, and Sparkling Pisces, has been operating since 2012
and is supported by North Korea's national government agencies. It primarily targets South Korea and its allies, such as Japan and the
United States, using spear-phishing, watering hole attacks, and phishing websites to infiltrate systems. The main goal is to steal high-value
information for intelligence collection. Industries of interest include the South Korean government, national security, pharmaceuticals,
energy, and education.

Kimsuky typically establishes phishing websites to obtain account credentials and then sends phishing emails to induce the execution of
malicious samples. The attack process is as follows.

Kimsuky



Konni

Sample name

Professor's Lecture/Star News

Sino-Korean security

Financial futures
 trading information

도양기업 20240610 송장 갑지.bmp.lnk

보조금신청 관련문의건.docx.lnk

수정본_20240729.docx.lnk

강연의뢰서.msc

멀티캠퍼스 강연의뢰서_ 김병로 교수님 .docx.lnk

강연의뢰서_ 엄구호 교수님 .docx.lnk

민혜지2.jse

202404_주중한국대사관 한중 북중·안보현안 

1.5트랙 비공개 정책간담회 대면회의 계획(안).hwp.lnk

[자문]북한 신형 자폭드론.msc

한중 북중 안보현안 비공개 정책간담회 계획.lnk

트레이딩 스파르타코스 강의안-100불남(2차).zip

코인 선물 트레이딩 비법서.pdf.lnk

수익률 증폭의 핵심 원리.pdf.lnk

Corporate/Personal 
Invoice Documentation

Load Sag Station
Appearance 

time in 
the field

FilenameSha256

phasechangesolutions.com

executivedaytona.com06-07-2024
25-12-2023 
11:39:35

cavasa.com.co

phasechangesolutions.com

jethropc.com

www.cammirando.com

File 
creation 

time

7887cea2962c954ccb60d005da03abcf
68962517d1b3e3d2a472f5d952a03f8e

28-06-2024
25-12-2023 
11:39:35

1.알티피_엔지니어링본부 

사업개발회의 자료.hwp.lnk

0aaec376904434197bae4f1a10ecfe8d
4564d95fdfa8236ea960535710661c5f

02-06-2024
25-12-2023
 11:39:35

0329bb5b3a450b0a8f148a57e045bf6e
d40eb49a62e026bd71b021a2efc40aed

02-06-2024
25-12-2023 
11:39:35

5ea09247ad85915a8d1066d1825061cc
8348e14c4e060e1eba840d5e56ab3e4d

23-04-2024
25-12-2023
 11:39:35

첨부1_소명자료 목록

(탈세제보).hwp.lnk

2189aa5be8a01bc29a314c3c3803c2b8
131f49a84527c6b0a710b50df661575e

04-04-2024
25-12-2023
 11:39:35

북한 내부정보/시장통제 관련 

내부 동향 및 물가.hwp.lnk

ba59f1ece68fa051400fd46467b0dc0a
5294b8644c107646e75d225a45fff015
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Since 2024, Kimsuky has launched a series of targeted attacks and has been very active: In April, it delivered security-related
samples to the South Korean Embassy in China; in June, it delivered invoice-related samples to construction companies; and
in July, it delivered professor lecture-related samples to a well-known South Korean university.

From mid-April to early July 2024, the Konni group launched attacks on South Korea’s RTP engineering department and personnel involved
in tax and North Korea market analysis. The group used malicious samples with Korean themes such as “meeting materials,” “tax evasion,”
and “market prices” to carry out the attacks.



Release of the appendix tables of the Implementation Rules of the National Tax Collection Law 
(South Korea).

Preview of the decoy document

Using a socket connection to receive different commands as follows:

Communication MethodsOperationCommand Type

2(upload)

3(download)

4 N/A

1(executecmd)

N/A
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Induce clicks by disguising .lnk files as hwp documents to execute the internal script files, and then download the AutoIt3 tool, malicious
scripts, and persistently execute them.

Upload a file from the attacker's 
side to the compromised 

machine

Download a file from the 
compromised machine to the 

attacker's side

Retrieve 4 bytes to determine the length of the specified file 
name; then, retrieve the number of bytes equal to that length 
and convert them into a file name. Check if the file exists; if it 
does, send 4 bytes representing the file's length, followed by 
sending the file itself to the attacker's end.

Retrieve 4 bytes, parse them as the length of the specified file 
name; retrieve that number of bytes and convert them into a 
file name; then retrieve another 4 bytes, parse them as the 
length of the specified file content in bytes; retrieve that 
number of bytes and convert them into file content; write the 
converted file content with the specified file name.

Retrieve 2 bytes, parse them as the length of the specified 
command, then retrieve that number of bytes and convert 
them into a string command. Execute the cmd command using 
read and write pipes to break the chain of execution.

Execute a command on the 
compromised machine. 

Execution

Execution

Release

Persistent download
and execution



Spear-phishing email

GreenSpot
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GreenSpot is an APT group that has long targeted China, with its attack targets covering government, defense, aerospace, national think
tanks, medical vaccines, high-tech research, energy, trade, and other fields.

GreenSpot often uses n-day exploits to intrude into router gateway devices and uses its PPTP (Point-to-Point Tunneling Protocol) proxy to
log in to controlled email accounts and send spear-phishing emails to targets, with the aim of stealing the account credentials of the target
email accounts. When sending phishing emails to universities, it often adopts the method of mimicking journals to request "feedback" or
"submission guidelines," inducing university targets to click; when sending phishing emails to government agencies, the bait mainly focuses
on words like "soliciting opinions," "work plans," and "duty schedules"; while in attacks targeting maritime or coastal areas, words like
"maritime," "shipping," and "ocean" frequently appear as bait.

In 2024, ThreaBook also captured instances where the GreenSpot forged pages to host malware and directly delivered Trojan attachments.
The Trojan attachment was the C# version of the SliverC2 Stager, which, upon execution, would download subsequent payloads and load
them after AES decryption. The subsequent payload was the Sliver remote access Trojan.

To achieve evasion and anti - reverse engineering, the SliverC2 Stager employs strong obfuscation. In this year's attack activities, GreenSpot
has further enhanced the degree of obfuscation.



ThreatBook has also captured attack activities by GreenSpot targeting Hong Kong.
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The figure below shows the SliverC2 Stager after name obfuscation in two attack activities, with a comparison of obfuscated methods in the
same functional classes.



ThreatBook also revealed that Turla (codenamed Secret Blizzard by Microsoft) used third-party hacker network assets extensively in 2024,
such as compromising SideCopy and Transparent Tribe's C2 assets to spy on South Asian nations, and using the Amadey botnet for espionage
against Ukrainian military targets.

The attack chain of Turla is shown below:

Turla, associated with Russia's FSB, has been active globally since 2007. Also known as Waterbug, Snake, or VENOMOUS BEAR, it targets
government, military, tech, energy, and commercial organizations for intelligence collection. In 2024, Turla remained active, using previously
compromised high-trust assets as network jump points or C2 nodes for attacks. In May, ThreatBook reported Turla using a compromised 
Philippine media site for attacks, with the following lure documents:

Turla's lure documents

Turla

Eastern Europe
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APT29, which is believed to have ties to Russia's SVR, has been active since 2008, often targeting government networks, research institu-
tions, and think tanks in Europe and NATO member states. In 2023, APT29 launched a large-scale spear-phishing campaign against
diplomatic embassies in Europe, America, and Asia, which continued into January 2024. After that, APT29 significantly adjusted its tactics
and targets, expanding beyond traditional spear-phishing to include mobile-specific attacks, and shifting focus from foreign ministries to
multiple sectors like government, academia, defense, and NGOs.

In the first half of 2024, APT29 compromised Mongolian government websites to create watering hole sites, using zero-day and n-day vulner-
abilities to attack iOS and Android mobile users for espionage. In the second half, APT29 launched large-scale spear-phishing attacks
against dozens of national target institutions in the UK, Europe, Australia, and Japan, with lures related to cybersecurity infrastructure and
baseline checks, and payloads as simple malicious RDP configuration files, possibly continuing its 2021 ADFS espionage campaign.

APT28, also known as Fancy Bear, Sofacy, or Sednit, is affiliated with Russia's GRU Unit 26165. Active since at least 2004, in 2024, besides
traditional spear-phishing, APT28 was reported using near-source attacks for espionage, hijacking a PC near the target to infiltrate Wi-Fi
networks, marking the first public disclosure of an APT near-source attack.

APT29

APT28

[The screenshot below is quoted from: https://www.wired.com/story/russia-gru-apt28-wifi-daisy-chain-breach/]

[The screenshot below is quoted from: https://cert.gov.ua/article/6281076]
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Gamaredon, a suspected Russian cyber-espionage group, has targeted Ukrainian military, NGOs, judicial, and law enforcement agencies
since 2013. Very active in 2024, it continued using common malicious payloads like HTML and LNK for spear-phishing against Ukraine and
NATO targets (Bulgaria, Latvia, Lithuania, and Poland), added Cloudflare tunnel services as C2 assets, and used BoneSpy and PlainGnome
Android Trojans for mobile espionage.

APT35, also called Magic Hound, Cobalt Illusion, and Charming Kitten, is an Iranian-sponsored group, possibly linked to the IRGC, active in
the Middle East since 2014. Targeting energy, government, and tech sectors in the Middle East and the US, in 2024, ThreatBook found it
using forged sites against aerospace and semiconductor industries in the US, Thailand, UAE, and Israel. APT35 creates fake job and corporate
sites to host malicious components, and uses site or VPN access lures to make targets download and run malicious processes.

APT35

Middle East

Gamaredon

The malicious sample of Gamaredon captured by ThreatBook Cloud Sandbox S

Forged sites of APT35
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White-and-Black Enterprise VPN Access Program

Bait document

Fake recruitment site
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MuddyWater, a suspected Iranian hacker group, has been active since September 2017, targeting aviation, academia, telecom, government,
and energy in the Middle East. It mainly uses phishing emails, often with external links in the body or attachments to trick targets into down-
loading and running remote access programs, typically using free file hosting platforms and legitimate remote monitoring and management
(RMM) software or Trojans for control.

The legitimate monitoring or remote control tools they use include: Atera Agent, ScreenConnect, Syncro, SimpleHelp, RemoteUtilities, eHorus,
action1 agent, Mesh Agent, etc.

In addition to legitimate remote control tools, analysts have captured new remote access Trojans used by the group in attacks on Israel.

Command distribution of remote control Trojans

The bait documents used by MuddyWater

The malicious attachment used by MuddyWater

MuddyWater
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2024 Phishing Attack Active Month Distribution

Phishing02

Monthly Trends in Phishing Intelligence Volume

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec
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In 2024, phishing attacks remained one of the most popular methods for APT groups and criminal organizations, characterized by their wide
scope and high frequency. Besides traditional phishing aimed at stealing personal information and account passwords, criminal groups have
seen a surge in imitation software download pages. Attackers use SEO and SEM in search engines to boost the ranking of these fake sites,
even to the top spot. Some groups disguise malicious program download buttons as pop-ups, causing users to inadvertently download and
install malicious software. Meanwhile, attackers constantly introduce new imitation sites and download apps, with new templates and
matching malicious files emerging rapidly, creating an exceptionally fierce "phishing market".



Top-level Domain Rankings and Distribution of
Phishing Sites

Phishing Main Categories and Page Examples

Rankings and Distribution of Phishing Themes and
Page Hits
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2024 Phishing Site 
Top-Level Domain 

Distribution

In 2024, attacks on corporate email accounts remained frequent. "OA systems" and "corporate email" were still the most used themes by
attackers, indicating that corporate staff were the main targets. Meanwhile, the number of phishing attacks related to "finance and taxation"
also increased significantly. Attackers continue to exploit these topics closely related to their interests to lure users into falling for these
schemes. 

Compared to 2023, phishing attacks on corporate emails and personal social media accounts remained highly active in 2024. However,
attackers did not significantly update their phishing page templates. Additionally, tool-based phishing, such as using Google Translate and
customer service templates, emerged in the second half of the year. Attackers no longer rely solely on traditional methods of inducing victims
to enter information but also use pop-ups to force downloads of malicious programs. Their themes cover various aspects of people's
information, with materials ranging from web pages to apps and even iOS description files, showing a comprehensive approach. These
pages are often cloned from original sites or generated using tools, with a very high similarity. Therefore, readers should be cautious of any
site asking for personal information or software installation to avoid becoming victims.
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Annual Ransomware Overview

Ransomware Family Rankings and Distribution
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In 2024, ransomware attacks hit new highs in victim numbers, ransom amounts, and data leaks, with wide - ranging impacts across industries
like manufacturing, technology, and healthcare. The ransomware ecosystem is now quite mature, with Ransomware as a Service (RaaS)
operations and double - or multi - extortion tactics showing a high level of professionalism. However, as more ransomware groups emerge,
competition between them intensifies, driving ransoms up and attack techniques to greater sophistication. Poorly - run groups can lead to
attacker turnover, adding to the market's complexity. This has resulted in similarities in attack chains and code structures among different
groups, even an "homogenization" in the ecosystem. Also, AI's use in ransomware attacks is set to expand, helping attackers quickly identify
targets, find system vulnerabilities, and spot weaknesses in security systems by analyzing large - scale data.

Since 2024, ransomware has stayed a top cybersecurity threat globally, with a steady rise in both the number of ransomware groups and attack
frequency.

Faced with this worsening situation, from 2023, countries started setting legal standards, industries developed emergency plans, and in 2024,
governments, cybersecurity firms, and tech companies teamed up in crackdowns. These actions shut down some anonymous communication
channels like onion sites and obtained certain encryption keys for data decryption, marking a short - term victory. Yet, the fight against ransomware
remains a long - and difficult - term task.

Globally, there are now over 2,000 ransomware types, with 32 new families added in 2024. The top three are RamsomHub, LockBit3, and
Play. RamsomHub, which appeared in 2024, is a new family possibly based on the knight source code. Since its February 2024 launch, it has
attracted large former affiliates of Blackcat, causing a rapid rise in related attacks and encrypting/stolen data from at least 581 victims, making
it one of the most active groups this year. In February 2024, multi - country law enforcement seized part of LockBit3's infrastructure, though
attackers soon regained it, this action raised credibility issues, leading to its second - place ranking.

Besides new - comer RamsomHub, few other new groups made the list. This shows that affiliates tend to choose established, popular
ransomware groups, making it hard for new ones to gain the same trust and resources.

With advancing technology and tactics, traditional attack methods are shifting to more complex and hidden strategies. This means future
attacks could be significantly more severe, so staying vigilant and prepared is crucial.



Ransomware Attack Industry Rankings and Distribution

Ransomware Attack
 Industry Distribution
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The 2024 ransomware attack industry data shows frequent attacks and major impacts across multiple sectors, especially manufacturing,
technology, and healthcare.

Tech companies, holding lots of sensitive data and intellectual property, are prime targets. Manufacturing, relying on complex supply chains
and equipment control systems, can suffer production halts and big economic losses from attacks. Healthcare, with sensitive data, can face
patient information leaks and service disruptions from attacks, providing great motivation for hackers. Also, sectors like services, finance,
retail, transport, and energy have suffered varying degrees of ransomware attacks.

The data shows a trend in ransomware targeting, indicating that hackers are placing greater emphasis on potential financial profits and data
value when choosing their victims, mainly high - tech sectors, but traditional industries are also increasingly hit. As attack techniques advance,
ransomware attacks now cover almost all economic fields.



Growing Number of Ransomware Victims

Review of Major Ransomware Attacks in 2024
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The monthly cumulative trend chart of ransomware victims shows a worrying rise in numbers despite various defensive efforts. This reflects
that while both attack and defense technologies are advancing, attackers hold a natural advantage.

Attack methods are also becoming more complex and hard to defend against. Attackers use not only traditional technical means but also
phishing and social engineering to trick users into clicking malicious links or attachments. These ever - evolving and diverse methods make
it difficult for ordinary users to identify and guard against attacks.

Some victims, to quickly resume business and avoid bigger losses, may pay ransoms, inadvertently encouraging attackers and leading to
more and possibly worsening attacks. This vicious cycle causes the number of ransomware victims to keep climbing yearly.

There were far more ransomware incidents in 2024 than in 2023, with both higher numbers and ransom amounts. Based on victim scale,
ransom amounts, and stolen data volume, the following major events are selected:

• In January 2024, LockBit infiltrated Foxsemicon, a Taiwan semiconductor maker, threatening to release 5 TB of customer data and demand-
ing ransom.

• In February 2024, SEIU confirmed a ransomware attack with some data encrypted. LockBit claimed to have stolen 308 GB of data.

• In March 2024, the cybercrime group INC Ransom posted data from NHS Scotland on a darknet blog, claiming to have stolen about 3 TB 
of data from the system.

• In May 2024, Indian food producer DoubleHorse was hit by LockBit ransomware, with hackers publishing extortion evidence.

• In August 2024, Kempe Engineering was attacked by RansomHub ransomware, with sensitive data stolen and a 7 - day ransom deadline.

• In October 2024, Volkswagen Group responded to an attack by the 8Base ransomware group, stating its IT infrastructure was unaffected. 
The ransomware group claimed to have stolen a large amount of confidential information, but the files were not yet public.

• In November 2024, Japanese manufacturer Yorozu Corporation suffered a ransomware attack, causing operational disruptions and 
sensitive information leaks. RansomHub claimed responsibility.

• In November 2024, Queensland - based transport company Followmont Transport was hit by Akira ransomware, with 230 GB of data stolen. 
The company has reported the situation to the authorities.



Ransomware Ecosystem "Homogenization"

Obvious Cyclical Nature of Ransomware Attacks

Deepening Application of AI in Ransomware Attacks

Analysis of Ransomware Attack Status and Trend Outlook
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In 2024, ransomware remained highly active. The ecosystem is quite mature, with Ransomware as a Service (RaaS) models and double - or
multi - extortion tactics being highly professional. Attack complexity, concealment, and targeting have increased, with APT - like features
leading to a continuous rise in victims.

With increasing global conflicts, geopolitical influences on ransomware are decreasing. Most groups focus on economic gains, clearly
stating this on their websites. To maximize profits, they strictly vet participants, avoiding the fate of groups like Conti that disbanded due to
geopolitical issues.

Ransomware groups now target not only mainstream OS like Windows and Linux but also platforms like Mac OS and FreeBSD to expand
attacks and increase profits. Clearly, ransomware developers keep adapting and evolving to bypass cybersecurity measures for higher
profits.

Though governments worldwide now recognize cybersecurity's importance and have taken effective actions, the road ahead against evolving
ransomware attacks and a complex cyber environment remains long and challenging.

New ransomware often has roots in older families, showing complex factors in the cybercrime ecosystem. With fierce competition, attackers
need to quickly develop effective tools to attract "clients", so they use proven code architectures to ensure attack success.

Also, poorly - run groups cause high affiliate employee turnover, even some leaving the team. This leads to knowledge and technology
sharing, making new developers easily access existing code and attack processes. This causes new ransomware to resemble older ones in
code and strategy, deepening ecosystem homogenization.

Ransomware attacks usually peak in April and July each year, closely related to many companies' financial cycles. For most firms, July starts
a new quarter, when they handle previous - quarter financial closing, auditing, and reporting, making financial data more attention - grabbing
for attackers seeking higher ransoms.

Also, many ransomware families have short attack cycles. They stay dormant, observe targets' security, then quickly attack once vulnerabilities
are found, maximizing attack effects in a short time.

Within a year, attackers may strike during a few special periods and then go quiet, making ransomware attacks more unpredictable and hard
to guard against in the industry.

In 2024, with AI technology's progress, it's playing an important role in various fields, and ransomware is also using AI to improve attack
efficiency.

Through AI, attackers can accurately search for targets and collect information. AI's advanced algorithms analyze and extract large amounts
of data, helping attackers lock onto specific targets and get key info, making attacks more targeted and greatly increasing success rates.
Moreover, AI can automatically find system vulnerabilities and identify weaknesses in security protection systems, creating more
opportunities for attacks.
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In 2024, botnets, Trojans, and worms remained highly active. Attacks were concentrated in January, June - July, and November. Regarding
malware family distribution, botnets such as Phorpiex, Dorkbot, Mozi, and Mirai remain active, with a persistently high volume of newly identi-
fied Indicators of Compromise (IOCs). CobaltStrike stood out as the most - used remote control Trojan by attackers, while mature tools like
AsyncRAT, Quasar, and Remcos were also popular. In terms of industries, education, especially universities, was the most - affected, followed
by healthcare, transportation, and government agencies.
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